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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] About computer system, a global positioning system (GPS) is used especially 
for this invention for a country / local check, and it relates to the computer system which can permit the 
encryption function of a computer, and its approach. 
[0002] 

[Description of the Prior Art] GPS is the set of two or more satellites which the American government 
holds, and offers positional information and navigation information very with high precision by 
worldwide one for 24 hours. By hearing three or more satellites, a GPS receiver can detect an own exact 
location. Although it is a very exact system with wide range and GPS, other satellite positioning systems 
exist. The American government imposed fetters on U.S. hi-technology business by forbidding export of 
important encoding technology in 1997. Thereby, compared with the competition company of the 
foreign country where sale of encoding technology is not restricted legally, as for an American 
company, the sales amount is decreasing considerably. Reduction of such the sales amount is produced 
also by tapping of monopolistic business information, and powerful encoding technology is exported, 
and such business information should fully be protected, when it is wide range and is used. 
[0003] However, only the United States does not necessarily have the restrictive law. For example, 
France has forbidden import of an encryption product, unless the license has been acquired, and this 
Ucense is not acquired simply. Russia, China, Brazil, Singapore, etc. can be raised as other countries 
which have the restrictive law. Export of equipment similar to a high performance computer and it has 
also restricted the law about export of the U.S. However, in more than the level which the throughput of 
this equipment specifies to a computer theoretical (theory) performance (CPT) criterion in this case, 
export is restricted. Exporting the system which has current and 200 or more CPT to many foreign 
countries is forbidden. However, it is considered that such a CPT criterion will stop catching up with a 
high-end workstation and a home computer immediately when the throughput of today's small computer 
increases by leaps and bounds. 

[0004] Other problems produced with the law of export restrictions are the points which cannot control 
downstream transfer (down-stream transfer) effectively. That is, there is a danger that the system 
exported to the permitted foreign country will be again exported to the foreign country of disapproval 
while a manufacturer does not know. The limit about export is not only troublesome, but changes. For 
example, when Commerce Department was able to carry out the demonstration of the process for a U.S. 
commercial enterprise to develop a key restoration product recently, this company proposed that the 56- 
bit encryption product of a Data Encryption Standard (DES) could be exported. However, when a key 
restoration product is introduced, the government is requiring that this processing should be exhibited, 
when key restoration processing is guaranteed. For a certain customer, providing other companies etc. 
with a key will produce a risk — the confidentiahty of a key will be spoiled — from this company. 
Therefore, the demand of the government is the cause of reducing technical development volition. 
[0005] Other well-knovm encryption products are Pretty Good Privacy (PGP), and this offers the code to 
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2048 bits. This is a kind of open key product, and does not need conversion of a privacy key in 
transmission of a message. PGP has the powerful algorithm in both license and message transmission. A 
transmitting side enciphers a message using the unique open key which a receiving side can exhibit 
freely. In a receiving side, in order to decode a message, an unique privacy key is used for this receiving 
side. As for those who are possible also for enciphering a message using the privacy key of a 
transmitting side, and know the open key of a transmitting side by this, anyone can decode a message. 
This is an important thing in order to generate the digital signature currently widely used in business 
dealings and individual dealings. Suggestion is given to U.S. Pat. No. 5635940 about location 
dependence actuation of a modem (Hickman etc.). This United States patent is indicating the modem 
including the device for determining the location of a modem. Depending on a location, configuration of 
the communication link part of equipment will be carried out again, and it will be in an estabhshed state 
required for actuation in the location. 
[0006] 

[Summary of the Invention] The computer system of this invention enables altemative control of an 
encryption engine / algorithm according to the related limit law using the GPS hardware provided for the 
check of a country/area. The advantage of the system of this invention is that a license key is 
controllable by the location distant from the end user. For example, it judges whether the software 
encryption application installed in the computer acquires GPS information from GPS hardware, and is in 
the location which the location of a system can permit, in view of the specific level of encryption. Exact 
reading of a user location can be performed using GPS. The use is restricted for the specific encryption 
product provided in the machine only for example, in the U.S., and when the location where it was 
recognized by GPS is in the U.S., encryption is permitted on powerful level. However, when it judges 
that an encryption product exists in the location where encryption on powerfiil level is not approved, an 
encryption function is impossible-ized so that a fimctional down may be carried out automatically or it 
may agree in an export-restrictions convention of a federation. 

[0007] Other advantages of the system of this invention are being able to use it in order to control the 
downstream transfer of the powerfiil computer by which export is restricted. For example, export is 
restricted to the country of some specification [ the computer which has two or more processor capacity 
which is beyond maximum capacity ]. When the computer which has such capacity is located in 
domestic [ of disapproval ], the capacity of a processor falls to the level corresponding to law, or is 
impossible-ized. The advantage of further others of this invention is that the user of a specific location 
can install the software application specified by the computer manager of this organization in a 
systematic customer. 

[0008] In a suitable example, the U.S. export license demand should just agree in monotype Ucense. 
Since, as for the security fimction with the above-mentioned location dependency, the software (or 
hardware) limited to location data makes it impossible to operate in the forbidden location, even if the 
software (or hardware) which cannot operate may be incorporated in the system, the software (or 
hardware) which can operate will be exported. Therefore, once a certain type of license is issued, each 
hcense of the upgrade product (or new peripheral device of location dependence) of the software of 
location dependence is not needed. Therefore, the upgrade (or new peripheral device) of software will be 
quickly sold to a market. 
[0009] 

[The mode of implementation of invention] In order to offer exact positional information, the GPS 
system was constituted so that it might be first used by the army. The GPS product was used by the 
army, in order to detect the soldier of a battlefield, and the location of equipment, and to follow those 
migration, and to report to a marine naval ship and to provide the airplane of an army with positional 
information and navigation information. The GPS product is developed as many objects for commercial 
applications today. As commercial application, a survey and mapping, the air and marine navigation, a 
car tailing system, a mobile computer, a cellular platform, etc. can be raised. 

[0010] Even if it uses a very highly precise atomic clock, a certain kind of error will arise in the process 
of spotting. Furthermore, Selective Availability It is the program created by the Department of Defense 
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of the U.S., and (SA) is the security purpose, and to the user who is not an army, intentionally, this 
program is making it rather than it has so exact GPS. By having used SA, the accuracy of a location is 
the accuracy of 30-100-meter range extent. Even when not using SA, other errors will arise. The most 
serious thing among these errors is based on fluctuation of the ionized layer of the earth, and fluctuation 
of this ionized layer affects the rate of a GPS radio signal. Other causes of error generating are based on 
the steam in the stratum on the front face of the earth. These errors are both very small. The precision of 
GPS improves by reading the reference signal from the DGPS beacon receiver fixed to near using a 
differential GPS (DGPS) function. 

[001 1] If it says simply, the interaction between software and hardware will be performed by the 
following approaches as shown in drawing 1 and drawing 2 . First, a user acts to a system as powering 
on. POST processing of a system is performed and the condition of all hardware is checked. Especially, 
when a GPS receiving circuit is operating state, GPS data are processed and stored and it stands by that 
software is performed and a demand is generated. When not receiving a software demand, a hardware 
firmware program checks a software demand continuously. Then, if software is loaded completely and 
an encryption program is performed, the loop-formation processing which checks that the software 
demand was transmitted to hardware and this demand has been transmitted will be started. Hardware's 
reception of a software demand confirms whether processed this demand and this demand was attested. 
Encryption is permitted when the demand is attested, what kind of reason ~ be -- a hardware firmware 
will determine shut [ software / the program which requires effective positional information ], if it 
reports to software that the location which is not effective was detected. 

[0012] Drawing 1 shows the GPS hardware flows of control for starting encryption from powering on. 
In step 100, GPS equipment begins power-up, i.e., by acting as powering on, and this processing checks 
the condition of all systems in step 105. When the system of arbitration reports failure generating after 
power-up, processing impossible-izes encryption of the arbitration of step 110. When it is reported that 
all systems can operate, in step 115, the location of a specific transmitter is checked and transmitted by 
the GPS system. After a location is transmitted, in step 120, a system stands by the application demand 
(APP demand) signal from a user. And in step 125, if it judges with the demand not being received yet, 
processing will perform this loop-formation processing until it returns to step 105, it performs a status 
check and a demand is received from a target, i.e., a user. A demand is pretreated in order to detect 
whether a demand is an effective demand in step 130, if a demand is received. And in step 135, if judged 
with a demand not being effective, it will return to step 105 and repetitive activation of the step which 
performed the status check and described above will be carried out. When a demand is effective, an 
authorization code is returned to a target, and encryption of application is permitted and performed in 
step 140. A processing loop formation checks continuously whether it can be continued with a 
predetermined time interval, the condition of a target can be updated, and a target can operate. 
[0013] Drawing 2 is a software algorithm performed between authentication processings. The condition 
(APP condition) of application is checked and it is made to be appropriately processed in step 200. In 
step 205, software requires the hardware to GPS hardware. In step 210, when GPS hardware judges with 
actuation being impossible, it shifts to step 215 and a target unit judges that the GPS system is not used. 
However, except for the specific fimction of encryption or others, restricted actuation is performed in 
this case. GPS hardware is detected, when it can operate, it progresses to step 220 and a suitable 
software option is chosen for a specific target unit. And in step 225, in order to transmit to a master unit, 
a demand is transmitted to hardware. In step 230, when it judges with the demand having been 
processed appropriately, this processing is ended, and when not processed, a error handling routine is 
performed in step 235, 

[0014] Drawing 3 shows the portable computer system which performs the new encryption approach of 
this invention. The system is equipped with the power converter 305 which charges a dc-battery. It is 
desirable to provide the dc-battery interface (I/F) 310 between a dc-battery and other circuits. Power is 
supplied through a fiill wave rectifier (FWR) 300 from AC main power supply, and the power converter 
305 provides a dc-battery 315 with DC electrical potential difference. A dc-battery 315 (or converter 
305) supplies DC power supply Vdd to a portable computer system through a voltage regulator 320. The 
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portable computer system is equipped with the following components. 
[0015] - User input device (a keyboard 335 and mouse 340) 

- At least one microprocessor 325 [this microprocessor receives an input from an input device through 
the interface-management chip 330. In addition, an interface-management chip also offers the interface 
to various ports.] 

- Memory with an accessible microprocessor (a flash memory 355 and RAM360) 

- The data output device which outputs the data which the microprocessor generated (a display 350 and 
video display adaptor card 345) 

- Electronic equipment 395 (GPS receiving module) by which a microprocessor receives current 
positional information through the interface unit 365 from magnetic-disk drive 370 and the worldwide 
positioning system in which read-out/writing is possible 

[0016] In addition, it cannot be overemphasized that many components can be provided. For example, a 
portable computer can possess CD-ROM drive 380 and a floppy disk drive (FDD) 370, and these drives 
interface with the disk interface controller 364. Furthermore, in order to carry out rapid access of the 
data to a microprocessor from a disk drive, L2 cache 385 can also be provided and the slot of 
PCMCIA390 can also be provided as an object for circumference elements. 

[0017] In other operation gestalten of the computer system of this invention this computer system The 
microprocessor which detects the input from an input device, and the memory in which writing/read-out 
are possible, [ microprocessor ] It has the receiver received in the I/O circuit connected to the 
microprocessor, and at least one worldwide positioning system. It becomes at least one component of 
this worldwide positioning system from the locator device which radioconmiunicates current positional 
information. It is characterized by being programmed so that computer system impossible-izes at least 
one moving function alternatively based on current positional information. 

[0018] In the example of fiulher others of the computer system of this invention The microprocessor to 
which this computer system detects the input from an input device, The I/O circuit connected with the 
memory in which writing/read-out is possible by the microprocessor at the microprocessor, It has the 
receiver received in at least one worldwide positioning system. It becomes at least one component of 
this worldwide positioning system from the locator device which radiocommunicates current positional 
information. It is characterized by being programmed so that computer system enables activation of at 
least one encryption algorithm alternatively based on current positional information. 
[0019] In the operation gestalt besides the computer system of this invention At least one 
microprocessor to which this computer system detects the input from an input device. The I/O circuit 
connected with the memory in which writing/read-out is possible by the microprocessor at the 
microprocessor, It has the receiver received in at least one worldwide positioning system. It becomes at 
least one component of this worldwide positioning system from the locator device which 
radiocommunicates current positional information. A microprocessor has the maximum performance 
beyond the 1 st value based on a computer performance criterion, and is characterized by being restricted 
to the mode of low performance smaller than the 1st value. 

[0020] or [ that this approach enables activation of actuation of the fimction of a computer in the 
approach of impossible-izing the fimction of the computer of this invention alternatively based on the 
location data (b) thought to be the step which receives location data from (a) locator device ] ~ or it is 
characterized by to consist of a step of which activation is made impossible. In the approach of operating 
the computer of this invention, this approach is characterized by consisting of a step which restricts the 
maximum performance of a computer to below the 1st value specified according to the computer 
performance criterion based on the location data (b) Thought to be the step which receives location data 
from (a) locator device. 

[0021] In the suitable operation gestalt, in order to prevent the error in a border zone, it has the margin 
of MAERA. In order to eliminate the possibility of an unjust country judging, the lookup stage contains 
the safety margin (namely, in order to prevent permitting an encryption process unsuitably). A non-GPS 
positioning system can also be used for the system of this invention, and it is usable in non-GPS 
systems, such as Roland (LORAN), an eagle eye, the Russia army satellite positioning system, or other 
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LEOS positioning systems. In order to prevent overcoming a safeguard when a user emulates GPS data, 
it is suitable for a system to provide a security function. For example, it is desirable to require as making 
a user sometimes move a system, and to have the process at which GPS data are changed. Thereby, the 
emulation by hardware can be made more into difficulty. 

[0022] As for the above-mentioned security function, it is desirable it is not only applicable about 
coding, but that it is applicable about double sign-ization. Even if a message is unlawfully enciphered 
for some countries, it is because it may be possible (or impossible) legally to double-sign-ize the 
message enciphered legally. The above-mentioned safety function not only prevents illegal export of the 
version which can operate the managed software, but can prevent illegal import. 
[0023] Since there is a legal demand needed for encryption, especially the problem relevant to the 
system which contains encryption software is very difficult. However, in this invention, such a problem 
can also be coped with and, moreover, it can apply also to the software of other types. For example, the 
open person of software has the case where he wants to sell the item which is equipped with a domestic 
Hcense and has software. This is usually performed in sale of a book and is because it becomes possible 
to sell at a different price in a different country. 

[0024] This invention is applicable to the software actuation for which a special order was given to a 
different country or the market of an area again. For example, various software parameters like the 
various clock frequency in a radiotelephony communication link can be made to correspond to the 
location data searched from the locator device automatically. This invention is applicable also in order to 
drive alternatively further two or more hardware peripheral devices. Therefore, in this domestic one, 
actuation of the component of the wireless which is not permitted in a specific country can be made 
impossible. 

[0025] This invention cannot be appHed only to the system based on the x86-party tsi bull 
microprocessor, and can be appHed also to the system usingx[ 680 ] 0, RISC, or other processor 
architecture. In a multiprocessor system, this invention is used in order that the exclusive control 
processor which a user cannot program may communicate with a locator module, and a software 
function can be used for it that actuation is possible or in order to make it un-operating. 
[0026] This invention cannot necessarily be applied only to the system which uses uniprocessor CPU, 
and the computer which uses the multiprocessor architecture can also be made to possess it. This 
invention cannot necessarily be applied only to a single user desktop system, and can be applied also to 
a Network Server, a main frame transaction processing system, a terminal, an engineering workstation, 
and a portable computer. 

[0027] This invention can be influenced by import and the exporting method, and can take a separate 
gestalt in relation to a design and an implementation means. This invention can also apply LANAVAN 
cinae flos rear **. Connection or embedding is possible for a GPS locator device to a LAN server, and it 
can perform alternatively whether it is a code, without the network which consists of two or more users 
using each user machine which needs a GPS locator device. By this configuration, cost can be sharply 
reduced in the company which has many computer users. When LAN is extended to a wide range field, 
in order to address in the exact location of GPS, additional software is needed on a user machine and a 
server. 

[0028] In the computer system of this invention, a user input device can be equipped with the input 
means or other input means for a trackball joy stick, a three-dimension location sensor, and speech 
recognition as an option. An output device can be equipped with a loudspeaker, a display (or only 
display driver), a modem, or other output means. Furthermore, the embedding mold GPS receiver 
equipped with the electronic key circuit is also incorporable. In addition, it cannot be overemphasized 
that various deformation and modification are possible. 



[Translation done.] 
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